Privacy Policy

VibeCheck - Check the vibe before you sign
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1. Who We Are

This Privacy Policy explains how Mehta Industries, the operator of VibeCheck, collects, uses, stores,
shares, protects, and deletes personal data and other information when you use VibeCheck.
VibeCheck is a contract-review and freelance compliance-assistance software service.

VibeCheck is designed around the principle: Code verifies. Al explains. Evidence supports. Human
decides. VibeCheck is not a law firm and does not provide legal advice, legal opinions, tax advice, or a
guarantee that any contract is lawful, compliant, fair, enforceable, or safe to sign.

2. Scope

This Privacy Policy applies to the public VibeCheck website, account creation and login, the
authenticated application, document upload and analysis workflows, the Contract Vault, findings,
reform and counter-proposal workflows, billing, support, privacy requests, and other features made
available by VibeCheck.

It applies to Free, Starter, and Pro users. Third-party services accessed through VibeCheck may have
their own privacy policies.
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3. Information We Collect

We collect information you provide directly, information contained in documents you choose to
upload, information generated by your use of VibeCheck, and information received from third parties
such as authentication and payment providers.

4. Account and Authentication Information

For email-based passwordless authentication, VibeCheck processes your email address and the
authentication/session information required to create and maintain your account.

When you choose Google Sign-In, VibeCheck requests only the openid, email, and profile scopes.
VibeCheck may receive and retain the Google subject identifier (sub), email address, email_verified
status, and, where used in the application, name, given_name, family_name, and profile picture.
Google data is used solely for authentication and account creation and is not used for unrelated
advertising or profiling.

5. Profile and Work-Context Information

The current profile asks for freelance category, state/jurisdiction, and tax residency. These are
declared work-context facts. They are not KYC, identity verification, professional-license verification,
or a determination of legal status.

Future profile fields will not be added merely because a future feature might need them. Material
new collection will be disclosed when introduced.

6. Uploaded Contracts and Documents

When you upload a contract or other supported document, VibeCheck may process the file, original
filename, document type, MIME type, size, storage path, document identifier, timestamps, deletion
state, extracted text required for processing, and information contained in the document itself.

Uploaded documents may contain personal, financial, tax, bank, PAN, Aadhaar, client-confidential,
trade-secret, or other sensitive information. You are responsible for ensuring you are authorized to
submit it.

The current application accepts PDF, Word/document formats, JPEG, and PNG files up to 15 MB per
upload. Some files may be storable but not eligible for analysis if extraction, redaction, or other
eligibility checks cannot be completed.

7. How Contract Data Moves Through VibeCheck

The intended production flow is: upload -> private storage -> server-side extraction -> PII
detection/redaction -> eligibility gate -> sanitized/redacted text -> Al analysis when enabled ->
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deterministic evaluation and legal-source context where applicable -> persisted evaluation -> user-
facing result.

Original contracts and generated reform/counter-proposal artifacts are separate objects. Proposal
generation does not overwrite the original contract.

8. Pll Detection and Redaction

The redaction boundary targets supported sensitive identifiers such as Aadhaar, PAN, bank-account
information, phone numbers, email addresses, names, addresses, GSTIN, and other identifiers to the
extent detected by the implemented logic.

Raw extracted document text is not intended to be persisted in the application database, and
application logging is designed not to record raw contract content.

Redaction reduces exposure risk but cannot guarantee that every sensitive value will be detected.
Users should still minimize unnecessary sensitive information.

9. Al and Anthropic / Claude

VibeCheck uses Anthropic Claude Sonnet 4.6 for eligible Al-assisted analysis. Only eligible server-side
redacted contract-derived text is sent to Claude. Raw uploaded document bytes are not sent to
Claude, and Al credentials are not exposed to the browser.

AI may assist with clause identification, finding generation, attention/risk interpretation, explanation,
confidence and uncertainty, suggested next steps, reform wording, alternative wording, and
response drafting where available.

Al does not have authority to approve a contract, determine legal compliance, determine that a
contract is safe to sign, approve user reform wording, select a negotiation proposal, replace contract
bytes, or invent legal citations.

The production model is Claude Sonnet 4.6. Material changes to Al processing, provider
configuration, or the categories of data shared with an Al provider will be reflected in the applicable
privacy notice.

10. Legal Knowledge, Tax and Regulatory Information

VibeCheck provides India-first legal, regulatory, and cross-border context within the supported scope
of its legal knowledge and deterministic rules. VibeCheck does not provide GST calculations, TDS
calculations, invoice drafting, or a universal determination of tax liability. The product distinguishes
legal-source context, deterministic rules, Al interpretation, uncertainty, and the user decision.

The system may return unknown, unsupported, conflicting, or insufficient-facts states. A missing
source or unavailable rule does not mean that no law applies.
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Where a tax or legal conclusion has material consequences, obtain professional advice appropriate
to your circumstances.

11. Findings, Scores, Evaluations and Derived Data

VibeCheck may create findings, sanitized excerpts, titles, explanations, severity or attention levels,
confidence and uncertainty values, suggested actions, governing-law observations, evaluation
metadata, cross-border context/classification, legal-source snapshots, and related review
information.

A numeric risk or attention score is a product attention/negotiation signal, not a legal-compliance
score and not a safe-to-sign determination.

An empty findings list or informational status does not mean that a contract is safe, lawful, complete,
fair, or enforceable.

12. Reform and Counter-Proposal Data

Reform and Counter-Proposal features may store a frozen sanitized original excerpt,
finding/evaluation reference, explanation or reason, proposed and alternative wording, edit/state
information, approval state, selection state, generation metadata, and resulting artifact.

'Approved by you' means you explicitly approved wording for your workflow. It is not legal approval
or certification by VibeCheck.

Generated counter-proposal artifacts are separate from the original contract. VibeCheck does not
automatically amend the original contract or automatically send a proposal to a counterparty.

13. Billing and Subscription Data

VibeCheck may process plan, subscription status, provider identifiers, billing periods, paid-through
information, cancellation status, past-due information, recurring and add-on balances,
reserved/consumed credit state, lifecycle records, refund state, and payment-event metadata.

The current India catalog is Free at INR 0 with 2 lifetime analyses, Starter at INR 299 per month with 5
analyses per month, and Pro at INR 999 per month with 15 analyses per month. The current launch
has no trial and no production add-on purchase UIL. Monthly included credits do not roll over under
the current commercial policy.

Razorpay is the current payment processor. Opening or completing checkout does not itself activate
a paid plan; activation depends on server-side billing state and payment confirmation. Cancellation
stops future renewal while paid access continues through the applicable current billing period, and
final subscription/entitlement state is based on server-side provider events and reconciliation.
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14. Cookies and Similar Technologies

VibeCheck uses essential/session cookies needed for authentication and the ‘vc_theme™ preference
cookie for Light, Obsidian Vibe, or System presentation. The theme cookie is not an identity,
authorization, legal, or billing attribute.

No analytics or advertising cookie is currently confirmed for launch. Theme preference is not stored
in localStorage.

15. Support and Communications

When you contact VibeCheck, we may receive your email address, message content, attachments,
and other information you choose to provide. Do not send passwords, authentication codes,
payment-card credentials, API keys, or other secrets through ordinary support communications.

Intended service communications include authentication, account/security, billing, and support
messages. Marketing/promotional email is not planned for initial launch.

16. How We Use Information

We use information to create and secure accounts, provide requested features, store and process
documents, extract and redact text, perform Al-assisted analysis when enabled, perform
deterministic evaluations, provide legal-source context, generate requested reform/proposal
artifacts, administer subscriptions and credits, provide support, protect the service, investigate abuse
or security incidents, comply with legal obligations, and maintain reliable operations.

We do not sell personal data or uploaded contract contents and do not use uploaded contract
contents for unrelated advertising profiles.

17. Data Sharing and Service Providers

VibeCheck may share or make data available to service providers only as needed to operate the
requested service, maintain infrastructure, process payments, deliver authentication emails, provide
Al processing, protect the service, or comply with law.

Service categories include Supabase for authentication/database/storage; Google for optional
authentication when enabled; Anthropic for eligible redacted Al processing when enabled; Razorpay
for payment processing; Amazon SES for production email delivery when configured; and
hosting/infrastructure providers.

18. International Processing and Transfers

VibeCheck does not promise that all data is stored only in India. Depending on provider
configuration, personal data or contract-derived information may be processed outside India,
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including through Google authentication, Anthropic Al processing, Razorpay payment processing,
Amazon SES email delivery, Supabase infrastructure, and hosting providers.

VibeCheck applies appropriate contractual, technical, and organizational safeguards for relevant
processing. Provider locations and transfer mechanisms may vary and are handled according to
applicable law and the providers' terms.

19. Security Measures

VibeCheck uses technical and organizational controls appropriate to the service, including private
contract storage, owner-scoped access controls, row-level security, server-side authorization, short-
lived signed document URLs, server-side extraction, PII redaction before eligible Al transmission,
separation of original contracts from proposal artifacts, and sanitized audit/privacy metadata.

The current contract-download URL lifetime is 60 seconds. No SOC 2, ISO 27001, penetration-test, or
other security certification is claimed by this policy.

No online service can guarantee absolute security.

20. Data Retention

VibeCheck follows the retention schedule below, subject to applicable legal, accounting, fraud-
prevention, security, or litigation requirements and any lawful hold:

Account/profile data: while the account remains active. Deleted account data: purged within 30 days
for operational deletion. Uploaded contracts: until the user deletes them or the account is deleted.
Deleted contracts: purge completed within 30 days. Evaluations/findings, evidence snapshots, Al
advisory data, and reform/counter-proposal artifacts: retained with the underlying contract and
deleted through the same deletion lifecycle. Billing/accounting records: 7 tax years from the relevant
tax year end, subject to applicable requirements. Security/audit logs: 12 months. Consent records:
account lifetime + 3 years. Privacy requests: 3 years after closure. Support records: 3 years after
closure. Email/security metadata: 12 months. Expired sessions: 90 days. Abuse/rate-limit telemetry:
90 days. Backups: 35-day rolling lifecycle.

Deletion is initiated promptly after a user request or account closure. Primary application/storage
data and associated derived contract data are removed first, with a deletion verification process and
an operational purge window of no more than 30 days. Backup copies expire naturally from the
rolling 35-day backup lifecycle. A lawful legal, accounting, fraud, or security hold may suspend
deletion of the affected data until the hold ends.
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21. Your Rights and Requests

Subject to applicable law, users may have rights to access information about processing, request
correction, request deletion/erasure, withdraw consent where applicable, raise grievances, and
exercise other applicable rights.

VibeCheck provides consent and privacy-request mechanisms. Requests may be sent to
team@tryvibecheck.in. Reasonable account-ownership verification may be required.

22. Children

VibeCheck is intended for users aged 18 or older and is not intended for minors. We do not
knowingly solicit children's personal data.

23. Data Breach and Security Incidents

VibeCheck maintains incident-response controls intended to detect, investigate, contain, and
respond to unauthorized access, disclosure, alteration, destruction, or loss. Where applicable law
requires notification, VibeCheck will make the required notifications through the applicable process.

24. Changes to This Policy

We may update this Privacy Policy when the service, processing activities, providers, or legal
requirements change. Revised versions will show an updated version/date, and material changes will
be communicated where required.

25. Contact and Grievance

Privacy, support, billing, grievance, and legal notices: team®@tryvibecheck.in. Grievance Contact /
Grievance Officer: Proprietor, Mehta Industries.

Registered/public address: RIICO Ind. Area, Baran (Raj) 325205.

Legal form:Sole Proprietorship.

Appendix A - Data Inventory and Purpose Map

Data category Examples Primary purpose Source
Email; auth/session
identifiers; Google . .
Account/auth : ' 9 Account access and security | User/provider
ID/email/profile when
enabled
Freelance category;
Profile/work context state/jurisdiction; tax Declared work context User
residency
Filename; type; size; Vault and processing
Document metadata . Upload/system
storage path; timestamps; | control
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document ID

Document bytes and

Requested storage and

Contract content : User upload
contents analysis
Sanitized extracted text; T

Extracted/redacted text A Analysis pipeline System
redaction results
Findings; explanations;

Al-derived data confidence; suggestions; Requested features System/Al

reform wording

Legal/evaluation data

Rule outputs; applicability;
evidence/source
snapshots

Review/explanation

System/rules/knowledge

Billing data

Plan; credits; subscription
state; provider events

Entitlement/payment
administration

User/provider/system

Consent; privacy requests;

Privacy/security/

Privacy/audit data o ) I User/system
Y sanitized audit metadata accountability y
Messages and _— .
Support data 9 Support/incident handling User
attachments
Preference data vc_theme Presentation preference Browser/user choice

Appendix B - Product Boundary

VibeCheck is software for contract understanding and workflow support. It does not replace qualified

legal, tax, accounting, or other professional advice. The product deliberately separates deterministic

system results, Al interpretation, legal-source evidence, uncertainty, and the user decision.

Version 1.0 | Effective 4 September 2026

VibeCheck - Privacy Policy - v1.0 | Page 8




	Document details
	1. Who We Are
	2. Scope
	3. Information We Collect
	4. Account and Authentication Information
	5. Profile and Work-Context Information
	6. Uploaded Contracts and Documents
	7. How Contract Data Moves Through VibeCheck
	8. PII Detection and Redaction
	9. AI and Anthropic / Claude
	10. Legal Knowledge, Tax and Regulatory Information
	11. Findings, Scores, Evaluations and Derived Data
	12. Reform and Counter-Proposal Data
	13. Billing and Subscription Data
	14. Cookies and Similar Technologies
	15. Support and Communications
	16. How We Use Information
	17. Data Sharing and Service Providers
	18. International Processing and Transfers
	19. Security Measures
	20. Data Retention
	21. Your Rights and Requests
	22. Children
	23. Data Breach and Security Incidents
	24. Changes to This Policy
	25. Contact and Grievance
	Appendix A - Data Inventory and Purpose Map
	Appendix B - Product Boundary


